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1. THE DOCUMENT 
 

Introduction to the Document  
 

This document “The Process Re-engineering Report” is prepared by Harin Gunawardena 
(hereinafter referred to as ‘the Consultant’) for conducting a process re-engineering study for 
designing the re-engineered processes of the ‘Document Authentication’ process. This 
document will define the following sections in detail for review and approval by the DG - 
Consular Division.  
 

 Goals and Objectives identified for the Current Assignment. 
 

 Scope of the project, which will cover the main activities, functional areas, process 
validation walkthroughs, etc.. 

 

 The methodology adopted by the consultant 
 

 The major policy decisions that governed the re-engineering of the processes 
 

 The detailed re-engineering processes 
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0BABBREVIATIONS 

 
BPR - Business Process Re-engineering 

CD/MFA - Consular Division of the Ministry of Foreign Affairs 

DIA - Document Issuing Authority 

GoSL - Government of Sri Lanka 

GPR - Government Process Re-Engineering 

ICT - Information & Communication Technology 

ICTA - Information & Communication Technology Agency 

LIFe - Lanka Interoperability Framework 

NEAS - Nationwide Enterprise Architecture Standards 

RUP - Rational Unified Process 

SOA - Service Oriented Architecture 

SRD - Software Requirement Definition (also known as SRS) 

SRS - System Requirement Specification 
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2. EXECUTIVE SUMMARY 
 

 

The Process Re-engineering study of the Consular Division was initiated in mid-March 2016, 

with the objective of studying the processes associated with document authentication activities 

within the Consular Division of the Ministry of Foreign Affairs. The document authentication 

service offered by the Consular Division enables documents issued by various government 

offices and selected private organizations to be used internationally. 

Approximately 500 applicants visit the Consular Division on a daily basis for authentication of 

documents. The average time taken for an applicant to authenticate a document ranges from 

around 2 ½ hours to 3 hours. The current times are an improvement from the previous 5 – 6 

hours that had to be spent by applicants to authenticate their documents. 

The Consular Division is currently operating in two floors of the BOI building in Fort. It is 

scheduled that the operations of the Consular Division will be shifted to a floor at the Ceylinco 

Building. As a consequence of this shift the number of the applicants that could be 

accommodated is reduced to 100, while over 500 applicants should be serviced daily. Such 

practical constraints necessitated the re-engineering of the ‘Document Authentication’ process 

of the Consular Division. 

The initial study revealed the following issues that exist within the current system: 

 Lack of up-to-date information on the authorized signatories. 

 Applicants are unaware of the procedure for authentication of documents. 

 The ability to re-produce the authentication on a forged document.,  

 Cumbersome process for the final user (e.g., foreign missions in Sri Lanka) to verify the 

authenticity of the documents. 

In re-engineering the activities of the Document Authentication Process of the Consular 

Division, the following policy decisions were taken to facilitate the re-engineering process; 

 The necessity to connect the Document Issuing Authorities (DIA) and collect the 

signature information on a more dynamic basis. 
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 To request the DIA to submit a scanned copy of the document and the identity of the 

applicant – to enable remote authentication. 

 The CD/MFA will provide remote authentication – where the authentication 

confirmation is printed at the DIA. 

 The applicants will be accepted based on an appointment system which could be done 

remotely or by visiting the Consular Division reception. 

 Those entering the servicing areas will be controlled based on the Service Number 

allocated to each applicant. 

 All the documents being authenticated will be scanned. 

 Immediate authentication will be undertaken at the front desk counter and the 

authentication confirmation printed and handed over to the applicant. 

 Monies will be collected for documents authenticated at the front desk counter or those 

that had to be deferred to the back office counter or for differed authentication. 

 The refunds for documents not authenticated will be handled outside the proposed 

system. 

 The authentication confirmation will be delivered to the applicant by email or the 

applicant may visit the CD/MFA and collect same. 

 The users (e.g., foreign missions will be able to view the authenticated documents for a 

specified period of time. 

 The authentication will be done by the authentication assistants under the supervision 

of the Additional Directors. 

 The supervision will be undertaken based on a random audit procedure. 

 

Prior to studying the processes, detailed interviews were conducted with the heads of the 

CD/MFA and other officers of involved with the Document Authentication Process. Detailed 

interviews were also conducted with stakeholder organizations and the applicants. 
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Thereafter, the consultants studied these identified processes in greater detail from a Cross 

Organizational Process perspective. Operational methods and domain knowledge of the 

processes were obtained through interviews conducted with the staff who actually performed 

the functions and were responsible for day to day functioning of these processes. 

Although the methodology adopted is explained in detail in Chapter 4 of this report a primary 

objective of this stage of the study was to ensure the consultant develops a clear understanding 

of the actual operation in relation to the process.  Through this study the consultants gained an 

in-depth understanding of the issues faced by those actually performing the process.  

The report identifies a summary of the policy decisions that were agreed during the re-

engineering meetings conducted with the team empowered to re-engineer the process. When 

designing the re-engineered process the consultant took into consideration the ICT 

infrastructure that will be introduced to manage the Process.  

 

Critical Success Factors (CSF) 
 

Process Critical Success Factors & Stretch Goals 

A: Document 
Authentication 
Process  

 The necessity to maintain an up-to-date database of 

the authorized signatories together with their sample 

signature and seals. 

 To ensure the officers of the DIA are encouraged to 

use the System developed by the Consular Division and 

submit the information on-line. 

 Encourage the applicants to make appointments prior 

to their visiting the Consular office. 

 To ensure each document could be processed within a 

maximum period of 5 minutes per document. 

 To reduce the number of applicants within the service 

area from around 500 to 80. 
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3. PROJECT BACKGROUND 
 

Background to the Project 

 

The Document Authentication process undertaken by the Consular Division of the Ministry 

of Foreign Affairs (CD/MFA) is a service that supports the free movement of Sri Lankan 

citizen to other countries for work, study, or business. In addition the document 

authentication is also important in relation to international trade. From time to time foreign 

national also require the services of the CD/MFA. 

The consular division services around 450 – 500 clients on a daily basis. The total number of 

of documents authenticated a day is on an average around 1,600. A majority of the 

documents processed are related to certificates issued by the Registrar General’s 

Department and account for almost 45% of the daily workload. Educational Certificates 

issued by the Examinations Department accounts for almost 20% of the daily work load 

which could increase at the time of university intake. The police certificates also account for 

approximately 15% of the workload, while a combination of documents account for the 

balance. 

The documents authenticated by the CD/MFA are used by foreign embassies in Sri Lanka 

when issuing visas to Sri Lankan citizens or when foreign institutions require documents 

from Sri Lankan individuals and institutions.  

At present the documents received for authentication are verified against a set of 

signatures maintained on the computers of the verification officers. However due to the 

inconvenience of accessing the signatures the verification officers tend to rely on their 

memory when authenticating the documents. When signatures are not available the 

relevant officer in the Document Issuing Authority (DIA) is contacted and the issuance of the 

document is verified. This verification may be undertaken by phone or fax, which is quite 

time consuming. 
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The average time to service a customer currently ranges between 2 – 3 hours and 

approximately 300 are accommodated in the waiting areas. The office of the CD/MFA opens 

at 6:00 am daily to accommodate those who travel from distant areas to have their 

documents authenticated. The applications are issued from 7:30 am and the accepting of 

documents and verification starts at the usual business hours. 

The operations of the CD/MFA are scheduled to shift to a new location from mid-June this 

year and the space allocated for the operations is approximately 50 – 60% less than the 

currently available space. Therefore the challenge is to re-engineer the process in order to 

serve a similar number of applicants within these new constraints. 

 

Key Problems  

The key problems identified by the client in relation to the process are;  

(1)  Incompleteness of the signatures that are used for verification,  

(2)  The inconvenience of accessing the signature information,  

(3)  The long waiting time for the public.  
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4. SCOPE OF ASSIGNMENT 
 

The GPR Study Report shall address the following areas. 
 

a) Study of Current Processes.  The current activities in relation to the Document 

Authentication Process of the Consular Division will be studied in detail in order to 

understand the operations of each organization involved in the process.  

b) Identify the Issues in relation to the Processes: The issues faced by the various customer 

groups in relation to the process were identified. 

c) Identify Opportunities for Improvement.  Opportunities for improvement based on the 

current process were identified.   

d) Improved Processes.  Described the new "to-be" concept of operations and business 

processes.  The level of detail for the "to-be" business processes contains adequate details 

for the client as well as the Systems Analysts to develop functional requirements for the 

new or modified automated information system.   

e) Performance Indicators.  These will be the Critical Success Factors and Stretch Goals that 

will be identified.   
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5. METHODOLOGY 
 

UNDERSTANDING THE OVERALL OBJECTIVES OF THE DOCUMENT MANAGEMENT PROCESS 

The consultants developed a good understanding on the scope and objectives of the said 

process and the relationship between the different types of organizations involved in the 

process. 

Thereafter the consultants developed an overall understanding of the operations of the process 

to be familiar with the activities & nomenclature of the different organization involved in this 

process. The areas covered included; 

 Understanding the key responsibilities of the different organizations. 

 How the activities/processes are currently structured and performed in these 

organizations. 

 The key players within these processes. 

 The flow of activities across organizational boundaries. 

 Issues related to the accuracy and authenticity of the outputs. 

 Issues encountered in relation to speed, service, information requirements, etc. 

 Management Vision for the relevant processes. 

 

IN DEPTH ANALYSIS OF THE CURRENT PROCESSES  

The current process was studied in detail and inputs were obtained from those who are directly 

involved with the process in the various organizations. At this stage the issues / problems 

encountered and the probable reasons for such issues were also identified. The consultant also 

studied the issues related to documentation and controls within the process. The study also 

covered reviewing of records & registers maintained and ascertained their use and necessity.   
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“PINNING” TO THE PROCESS 

This methodology was adopted to understand the flow of information across the process 

crossing the various organizations boundaries within the process. The strategy of ‘pinning’ to 

the applicant was used to develop this understanding. This provided the consultant a good 

understanding of the Cross-Organizational requirements of the process and the issues 

encountered by those involved with the process. An understanding of the overall cycle time for 

the process was also developed through this strategy.  

 

RE-ENGINEERING DISCUSSIONS WITH THE MANAGEMENT & OPERATIONAL STAFF 

The re-engineering sessions were undertaken with the senior management to develop the re-

engineered process and to ensure the designed process meet the requirements of the senior 

management. The activities that were undertaken are defined as follows;  

 Defining the overall scope of the re-engineering project. 

 Policy-Stage re-engineering, where the overall policy decisions governing the change was 

discussed and agreed upon. 

 Detailed re-engineering discussions were the detailed processes were discussed with the 

use of simulated models and modified to meet the objectives of the process as well as the 

needs of the senior management.  

 The support required for the transformation of the Senior Management was also provided 

during these re-engineering discussions, which enabled the management to develop their 

confidence towards the re-engineered process. 

  

FINAL DOCUMENTATION 

The final documentation was prepared based on the findings and conclusions of each sage. 
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TOOLS UTILIZED 

 

A combination of tools and methods stated below were  used during the project: 

 One to One interviews. 

 Group interviews. 

 ‘Pinning’ to the Applicant / 
Document. 

 Document flow analysis. 

 Brain Storming Sessions. 

 Re-engineering Discussions. 
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6. RE-ENGINEERING THE PROCESS 
 

The initial step in the re-engineering process was to gain a good understanding of the overall 

Operations of the Document Authentication Process and the expectations of stakeholders 

within the process.  

 

BASELINE INFORMATION FOR THE STUDY 

The baseline information to support the study was gathered in the form of issues faced by the 

different stakeholders within the Document Authentication Process.  

 

Process Baseline Information (Issues/Customer Needs) in 
Relation to each Core Process 

Document Authentication Process 

Stakeholder Issues 

 The public is unaware of the process to be 

followed or the time take for the process.  

 The public spending long periods of time to have 

the documents processed and released. 

 The applicant is not aware of the progress in 

relation to the documents that are accepted 

require verification of the issuing authority. 

 The applicant visits the Consular Division on 

multiple occasions to follow-up on the progress. 

 The foreign missions and other organizations 

using the information are not comfortable with 

the accuracy of the authenticated documents. 

 The process to validate the documents received 

by the foreign missions is cumbersome and time 

consuming. 

 There is a tendency of the foreign missions not 

placing much confidence in the authentication 

process – and adopting alternate ways of 

authentication. 
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Document Authentication Process 

Organizational Issues 

 The authorized signature database is not up-to-

date. 

 Accessing the authorized signatures for 

verification is cumbersome for the authenticating 

officer.  

 Inadequate information is available to establish 

the authenticity of suspect documents. 

 Excessive movement of the documents across 

the organization. 

 Necessity to place multiple seals and signatures 

on the authenticated document. 

 No clear follow-up procedure for managing the 

differed authentication documents. 

 Applicants are not informed (until they inquire) 

of the documents received after authentication. 

 Do not maintain the documents that have been 

authenticated for future verification. 

Document Authentication Process 

Current/Future Needs 

 To manage the number of applicants that entre 

the waiting area to be served. 

 Ensure the accuracy of the documents based on 

up-to-date information on the authorized 

signatories and access to the source information. 

 Ensure the authenticated documents are 

scanned and retained within the organization. 

 Reduce the time taken for processing a 

document from the current 2 – 2 ½ hours to 

approximately 5 minutes. 

 Provide an easy access method for the foreign 

missions. 
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ASSUMPTIONS 

It has been agreed that the GPR will be undertaken based on the assumption that the following 

will be available prior to the implementation of this system. 

 
1. LakGovNet or Similar Internet Connectivity: This would ensure that all stakeholders related 

to the process are connected electronically where data could be transferred at high speeds 

through the LakGovNet.  

2. Lanka Gate Infrastructure: The System will be permitted to utilize the Lanka Gate 

infrastructure if required. 

3. Sri Lanka Government Cloud: It is assumed that the System will have access to the Lanka 

Government Cloud to host the System. 

4. Nanasala Program: This program will enable applicants the access to internet that would be 

essential in offering a superior service to the citizens. 

5. Training Programs for will be conducted the Stakeholder and Division Staff: The training of 

the divisional and stakeholder organization staff on ICT and other soft skills that would be 

vital for the success of the project. 

6. ICT Infrastructure & support: It is assumed that the required ICT infrastructure and support 

recommended for the System will be available for this project.  

7. Export of existing Data: The data required for the on-going operations of the State Sector 

HR Management System will be available when implementing the proposed system. 
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OBJECTIVES OF THE DOCUMENT AUTHENTICATION PROCESS 

The objectives of Document Authentication Process are stated below; 

Core Process Process Objectives 

A: Document Authentication 
Process  

To authenticated documents issued by the GoSL and  

 

PROCESS BOUNDARY OF THE CORE-PROCESSES 

A: Document Authentication Process  

From the point a citizen decides to authenticate a document by the Consular Division of the 

Ministry of Foreign Affairs,  

• to capturing the details of the document and owner,  

• to verifying the accuracy of the document and authenticating,  

• to placing a certification on the document confirming the authentication, 

• to providing facilities to verify the authenticity of the certification. 

 

THE PROCESSES THAT ARE COVERED WITHIN EACH CORE PROCESS 

Given below are the sub processes that are covered within each Core Process. 
 

Core Process Sub Processes Covered 

A: Document Authentication 
Process  

A1: Registration & Updating of Signature Information.  

A2: Update information related to document issued 

for authentication & owner. 

A3: Verify the information and authenticate the 

document.  

A4: Verification of the certification by document users. 
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THE ADDITIONAL PROCESSES THAT ARE COVERED TO SUPPORT THE CORE PROCESS 

In addition to the Core Process the following processes will support the functions of the Core 
Processes and therefore becomes a part of the overall System. 
 

SUPPORT PROCESSES 

ACTIVITIES PROPOSED TO BE COVERED 

(SUPPORT PROCESSES) 

S1. User Management 

1. Registration of Users 

2. Modification of Users 

3. De-registration of Users 

4. Suspension of Users 

S2. Scanning of 
Documents 

1. Setting-up for Documentation Scan 

2. Physical Scanning of Documents 

3. Verification of Scanned Documents 

S3. User Login to the 
System 

1. Login to the System by Owners (with no specific user ID 

and Password) 

2. Login to the System by Registered Professionals  

3. Login to the System by Registered Organizations 

maintaining information on the System 

4. Login to the System by Information Seekers 

S4. Issuing and 
Managing Passwords 

1. Issuing of Passwords 

2. Modification of Passwords 

3. Managing forgotten Passwords and  Re-setting Passwords 

4. Removal/Cancellation of Passwords 

S5. Managing & Use of 
Biometric 
Information within 
the System@CD 

1. Capture Biometric Information 

2. Validate Biometric Information 

3. Verification of identity using Biometric Information. 

S6. Managing User 
Privileges 

1. Creation of privileges for each user (based on a similar to 

concept) 

2. Modification and removal of user privileges. 
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7. POLICY DECISIONS TO BE REGULARIZED PRIOR TO IMPLEMENTATION  
 

Noted below are the details of Major Decisions taken when re-engineering the Document 
Management Process: 
 

Policy Decisions Impacting the Document Authentication Process 

 The necessity for registering the authorized signatories on-line to ensure the 

up-to-date availability of the authorized signatures on the database. 

 To provide the ability for Document Creation Agencies to submit the 

information on-line to the Consular Division. 

 The introduction of an appointment system where applicants are able to 

make an appointment remotely. 

 To manage the numbers of the applicants entering the building through a 

well-designed queue management system – broken down to the different 

hours and informing the applicant the time the document will be processed. 

 To capture the biometrics of the applicant. 

 All documents are scanned onto the System and available for review after the 

authentication of the document. 

 To process the documents where the signature of the authorized signatory is 

available on the database at the front office. 

 Those where the signature is not available is passed onto the back office. 

 Following the authentication or rejection at the back office the 

authentication confirmation is emailed or printed and handed over to the 

applicant. 

 The users of the document (e.g., foreign missions) will be permitted to review 

the authenticated document on the web for a pre-defined time period. 

 The authentication confirmation will be a separate document with a QR Code 

that provides access information to the document on the web. 
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8. RE-ENGINEERED CORE PROCESS DOCUMENTATION 
 

PROCESS A: DOCUMENT AUTHENTICATION PROCESS 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 
To authenticate documents which are genuine in a manner convenient to the 
citizens and provide a mechanism for easy verification of the authenticated 
documents to those who require such verification.  

 

Objective 

From the point a citizen decides to authenticate a document by the Consular Division 

of the Ministry of Foreign Affairs,  

• to capturing the details of the document and owner,  

• to verifying the accuracy of the document and authenticating,  

• to placing a certification on the document confirming the authentication, 

• to providing facilities to verify the authenticity of the certification. 

Process Boundary 
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Sub Processes 
 

 
 
  

A1 
• Registration & Updating of Signature Information.  

A2 
• Update information related to document issued for authentication & owner. 

A3 
• Verify the information and authenticate the document.  

A4 
• Verification of the certification by document users. 

• The verification of the documents mainly based on signatures (which could be 

easily forged). 

• The signature database may not be up-to-date and telephone verification is 

required – when signatures are not available (can only be done for those 

documents issued recently and of course time consuming for both). 

• Access to the signature database is inconvenient to the verification officer. 

• Long delays in servicing the customers (and frequent complaints). 

• Multiple visits required due to lack of understanding by the customer. 

• A copy of the document authenticated is currently not available. 

• Difficult for the ‘document users’ to verify the CD/MFA certification. 

• High incidents of fraud related to the misuse of the stickers. 

Issues / Customer Needs 
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A1.1  

 

 

 

 

 

 

 

 

Exceptions 

Process A1: Registration & Updating of Signature Information . 
  
NOTE:  The objective of this process is to ensure the signatures of the Authorized Signatories and 

other information relevant to the Document Issuing Authority (DIA) and the documents 

issued are captured onto the System@CD and maintained. 

BOUNDARY: From the point of identifying an organization that is empowered to issue a 

document that requires authentication, to capturing the details of the documents issued 

and details of the relevant authorized signatories (including their specimen signatures 

and official seals) and providing the mechanism to update and modify the information to 

ensure the information is up-to-date.  

 

Receive Request for Registration of Agency. 

NOTE:  The objective of this component of the process is for the Consular Division to 

receive a request from an agency (by mail, e-mail or on-line) to register the 

agency with the Consular Division.  

 

A1.1. A government or private organization empowered to issue a document 

that requires GoSL authentication, may log into the website of the MFA 

(Ministry of Foreign Affairs) and submit a ‘DIA Initial Request’ (Refer format 

AF1.1) to be registered with the CD/MFA. (Note: it would be possible to 

receive the request by mail of email in prescribed format). 

A1.2. Upon receiving the ‘DIA Initial Request’ the Officer Responsible for Initial 

Request for Registration at Consular Division (OR-IRR@CD) will study the 

request and determine if the organization requesting for registration is 

issuing a document that requires MFA authentication. (Note: The OR-

IRR@CD may contact the organization and clarify any matters).  

A1.3. The OR-IRR@CD will update the System@CD with the details received 

through the ‘DIA Initial Request’ and also scan the ‘DIA Initial Request’ (if 

the request was received by mail or email). (Note: It should be possible to 
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A1.1  

 

 

 

 

 

 

 

 

Exceptions automatically capture the details of the DIA onto the System@CD received 

on-line through the website or manually capture the details received by 

mail or email). 

A1.4. If the OR-IRR Decides the Organization is Issuing a Document that 

requires Authentication: The OR-IRR@CD will request the System@CD to 

generate a User Name and Password (together with instructions for logging 

into the System@CD and updating registration information) and email the 

details to the DIA together with a SMS to the head of the organization 

informing him to check the email. Go To A1.6. 

A1.5.  If the OR-IRR Decides the Organization is NOT Issuing a Document that 

requires Authentication: The OR-IRR@CD will update the System@CD 

confirming the relevant organization does not generate any documents 

that require authentication by the GoSL and a message is generated and 

emailed to the organization confirming same, together with a SMS 

message to the head of the organization to review the message. Go To 

A1.8. 

A1.6. The Officer Responsible for Registering DIA with the Consular Division (OR-

ROC@DIA) will log onto the System@CD and update the relevant 

information requested within the ‘DIA Registration Form’ (Refer Format 

AF1.2). (Note: (1) The DIA will be required to also scan and upload the 

signatures and official seals of the authorized signatories (on a pre-defined 

format) and sample formats of the documents they issue that require MFA 

authentication. (2) The OR-ROC@DIA should be permitted to save the 

document and retrieve until the information capture is completed, (3) The 

relevant validation rules should be identified by the software vendor and 

attached to this document as annexure AA1.1).  
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Exceptions A1.7. Once the ‘DIA Registration Form’ is completed the OR-ROC@DIA will 

submit the ‘DIA Registration Form’ to the CD/MFA through the System 

@CD. (Note: The System@CD will not permit any modifications after the 

submission of the document and the password is invalidated). 

A1.8. End. 
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Exceptions Validation of the Registration Information by Consular Division 

NOTE:  The objective of this component of the process is to obtain the validation 

of the information entered onto the GoSL Consular System on behalf of 

the agency. 

 

A1.9. On receipt of the ‘DIA Registration Form’ from a DIA, the System@CD will 

inform the Officer Responsible for Registering DIA on System at Consular 

Division (OR-RDS@CD) of the pending registration. (Note: If the 

information is received manually the OR-RDS@CD will be required to 

entire the data into the System@CD and scan the required signatures, 

seals and the entire ‘DIA Registration Form’ onto the System@CD). 

A1.10. The OR-RDS@CD will review the ‘DIA Registration Form’ and check if the 

information received is accurate and complete. (Note: (1) The OR-RDS@CD 

may contact the DIA directly and seek clarifications, (2) The OR-RDS@CD 

will extract the details of the Authorized Signatories and update the 

System@CD, (3) The software developer should specify the ‘DIA Validation 

Procedure’ - annexure AA1.2). 

A1.11. If the Information received is Complete and Accurate: The OR-RDS@CD 

will update the System@CD confirming the information received is 

complete and accurate. Go To A1.14 

A1.12. If the Information received is NOT Complete or Inaccurate: The OR-

RDS@CD will identify the incomplete or inaccurate information and update 

System@CD.  

A1.13. The System@CD will generate an email to the DIA (and SMS to the head of 

the organization) informing to correct the identified errors. (Note: A new 

password will be assigned and details also included in the email to modify 

the data on the ‘DIA Registration Form’. Go To A1.6. 
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Exceptions A1.14. Upon the confirmation of the OR-RDS@CD the System@CD will register 

the DIA and assign the DIA a specific ‘DIA Number’ and update the 

database with the signatures and sample documents. 

A1.15. The System@CD will generate an email to the DIA confirming the 

organization has been registered and to request the users to schedule and 

participate in a training program before the account is activated. 

A1.16. A reminder is sent every 2 weeks the DIA until the Users are scheduled for 

the training and also informed to the OR-RDS@CD. (Note: A listing of 

registered DIAs and not activated should be taken up for discussions at the 

Management Meetings of the CD/MFA). 

A1.17. End. 

 

 
Training of DIA Officers on the System@CD 

NOTE:  The objective of this component of the process is to capture the details of 

the DIA Officers who have undergone training on the System@CD. 

 

A1.18. When a DIA Officer completes the training program on the System@CD the 

System@CD is updated confirming the completion of the training by the 

Officer Responsible for Training of DAI Officers at the Consular Division 

(OR-TDO@CD). (Note: Any missing information and appropriate Username 

related to the DIA Officer should be captured prior to updating the 

completion of the training program). 

A1.19. The OR-TDO@CD will generate a ‘Certificate of Training on System@CD’  

(refer format AF1.3) through the System@CD. 

A1.20. Upon the completion of the training program the OR-TDO@CD will activate 

the user accounts of all those who participated in the training program. 



Process Re- Engineering of the Document Authentication 
Process for the Consular Division. 

Deliverable:  GPR Final Report 
 

 

                                             35/ 90  
 

 

A1.1  

 

 

 

 

 

 

 

 

Exceptions A1.21. The System@CD will generate a Password for each DIA Officer and 

emailed. (Note: An SMS message is generated to the DIA Officer 

confirming the issue of the Password). 

A1.22. Each DIA Officer is required to change the Password on the first log-in. 

A1.23. End 

Follow-up on Delays in the Initial Log-in into the System@CD  

NOTE:  The objective of this component of the process is to monitor and ensure all 

DIA Officers log into the System@CD and modify the Password within one 

month of activating the account. 

 
A1.24. On a weekly basis the OR-TDO@CD will log onto the System@CD and 

generate a report of the DIA Officers who have not undertaken the first 

login and changed the Password. 

A1.25. If the DIA Officer has NOT Logged into the System@CD: Go To A1.27. 

A1.26. If the DIA Officer has Logged into the System@CD: Go To A1.33. 

A1.27. The OR-TDO@CD will personally contact the DIA Officers and inquire of the 

reason for not undertaking the initial log-in to the System@CD and update 

the comments of the DIA Officer on the System@CD. 

A1.28. The OR-TDO@CD will thereafter decide if the activated user account 

should be deactivated. 

A1.29. If the User Account should Continue to be Active: Go To A1.33. 

A1.30. If the User Account should be Deactivated: The OR-TDO@CD will 

deactivate the User Account on the System@CD and update the reasons 

for deactivating same.  
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Exceptions A1.31. The System@CD will generate a message to the head of the organization 

confirming the deactivation of the User Account and the reasons for the 

deactivation. 

A1.32. A monthly listing of deactivated User Accounts should be discussed at the 

Management Meetings of the CD/MFA. 

A1.33. End 
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Exceptions Updating the System@CD with Transfers/Resignations of Registered Users 

NOTE: The objective of this component of the process is to permit a Registered 

User of the DIA to de-activate a registered user, signatory from the 

System@CD.  

 

A1.34. A DIA Officer registered as an Administrative User on the System@CD is 

permitted to de-activate a User or Signatory on the System@CD and the 

last effective date is also updated on the System@CD. (Note: The user will 

not be able to undertake any transactions after the deactivation) 

A1.35. When a User or Signatory is deactivated the System@CD will generate a 

message to the head of the organization. 

A1.36. The System@CD will also maintain the last effective date of the user to 

ensure no transactions have been carried out after the last effective date. 

A1.37. If there are Transactions carried out by the Deactivated User after the 

Effective Date of Deactivation: The listing of all the transactions will be 

brought to the notice of the Officer Responsible for Monitoring User 

Transactions at the Consular Division (OR-MUT@CD). Go To A1.39. 

A1.38. If there are NO Transactions carried out by the Deactivated User after the 

Effective Date of Deactivation: Go To A1.41. 

A1.39. The OR-MUT@CD will review each transaction and decide if the 

transaction should be accepted or deactivated and updated on the 

System@CD. (Note: The System@CD should permit the printing of these 

transactions in a manner it could be shared with the head of the DIA 

organization). 
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Exceptions A1.40. Based on the decision of the OR-MUT@CD the transactions would be 

retained or classified as being deactivated. (Note: It should be possible to 

work with such deactivated information – with the relevant Officers being 

aware of the status of such information). 

A1.41. End. 

 

 

Re-activation a Deactivated User Account 

NOTE:  The objective of this component of the process is to enable the re-activation 

of an account that was previously de-activated. 

 
A1.42. The Head of the DIV (HOD) may make a request to reactivate an user 

account which has been de-activated by submitting the ‘User Account Re-

activation Request’ (refer format AF1.4) in writing or email. (Note: The 

request should specify the reasons for the deactivation and the contact 

details of the User as well as the HOD) 

A1.43. On receipt of the ‘User Account Re-activation Request’ the OR-MUT@CD 

will scan the request into the System@CD and there after review the form 

and determine if the account could be reactivated. (Note: The OR-

MUT@CD may discuss the matter with the HOD prior to making a decision 

and minutes of the discussion updated on the System@CD) 

A1.44. If the OR-MUT@CD decides to Re-activate the User Account: The OR-

MUT@CD will update the System@CD and re-activate the account. Go To 

A1.47 

A1.45.  If the OR-MUT@CD decides NOT to Re-activate the User Account: The 

OR-MUT@CD will update the System@CD stating the reasons for rejecting 

the re-activation of the User Account. 
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Exceptions A1.46. Upon the OR-MUT@CD rejecting the re-activation of the User Account the 

System@CD will generate an email message to the HOD informing him that 

the re-activation request has been rejected together with the reasons 

identified by the OR-MUT@CD. Go To A1.48. 

A1.47. Upon the OR-MUT@CD re-activating the User Account the System@CD will 

generate an email message to the HOD and the User informing them of the 

re-activation of the User Account. 

A1.48. End. 
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Exceptions Registering New Users on the System@CD 

NOTE:  The objective of this component of the process is to enable the registration 

of new users on the System@CD and issuing passwords following their 

training. 

 
A1.49. A currently Registered User at the DIA logs onto the System@CD and 

updates the details of a New User by completing the ‘New User 

Registration Request’ (refer format AF1.5) and submitting same to the OR-

RDS@CD. 

A1.50. Upon the receipt of the ‘New User Registration Request’ the OR-RDS@CD 

will ensure the information is complete. (Note: Any additional information 

required will be updated on the System@CD upon the OR-RDS@CD 

discussing the matter with the relevant new user or request the 

resubmission of the ‘New User Registration Request’). 

A1.51. When the information related to the new user is complete the OR-

RDS@CD will register the new user on the System@CD. 

A1.52. The System@CD will generate a SMS message to the HOD with the name 

of the new user asking for his approval to register. (Note: The HOD should 

be able to respond by SMS with a 1 – for YES, or 2 – for NO). 

A1.53. The response of the HOD is updated on the System@CD. 

A1.54. If the HOD responds YES: The System@CD will confirm the registration and 

generate an email message to the new user to schedule a training 

program. Go To A1.56. 

A1.55. If the HOD responds NO: The System@CD will cancel the registration of 

the new user and inform him the HOD has rejected the registration.  

A1.56. End 
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Exceptions On-line Registering New Signatories of Documents on the System@CD  

NOTE:  The objective of this component of the process is to enable the on-line 

registration of new authorized signatories assigned by the DIA on the 

System@CD.  

 
A1.57. A Registered User logs onto the System@CD and update the details of a 

New Signatory assigned by the DIA to sign documents that require 

authentication by the CD/MFA completing the ‘New Signatory Registration 

Request’ (refer format AF1.6). (Note: It should be possible to capture the 

signatures with the use of a digital pad/pen or by attaching a scanned copy 

to the System@CD). 

A1.58. Upon the receipt of the ‘New Signatory Registration Request’ the OR-

RDS@CD will ensure the information is complete. (Note: Any additional 

information required will be updated on the System@CD upon the OR-

RDS@CD discussing the matter with the relevant registered user or request 

the resubmission of the ‘New Signatory Registration Request’). 

A1.59. When the information related to the new signatory is complete the OR-

RDS@CD will register the new signatory on the System@CD. 

A1.60. The System@CD will generate a SMS message to the HOD with the name 

of the new signatory asking for his approval to register. (Note: The HOD 

should be able to respond by SMS with a 1 – for YES, or 2 – for NO). 

A1.61. The response of the HOD is updated on the System@CD. 

A1.62. If the HOD responds YES: The System@CD will confirm and activate the 

registration and generate an email to the new signatory confirming the 

signature has been registered on the System@CD. Go To A1.64. 

A1.63. If the HOD responds NO: The System@CD will cancel the registration and 

inform the new signatory by email the HOD has rejected the registration.  

A1.64. End 
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Exceptions  

Off-line Registering New Signatories of Documents on the System@CD  

NOTE:  The objective of this component of the process is to enable the off-line 

registration of new authorized signatories assigned by the DIA on the 

System@CD by an officer at the CD.  

 
A1.65. An Officer Responsible to Follow-up on New Signatory Registrations will 

call the relevant Registered Organizations on a regular basis and inquire if 

an authorized signatory change has taken place.  

A1.66. If an authorized signatory change has taken place the name of the new 

signatory is captured onto the System@CD with the contact details of the 

new signatory. 

A1.67. The System@CD will generate a SMS to the new signatory (and a mail is 

generated to the organization) requesting for the submission of the ‘New 

Signatory Registration Request’ (Note: The SMS should indicate the 

location from which the ‘New Signatory Registration Request’ form could 

be obtained). 

A1.68. Upon the receipt of the ‘New Signatory Registration Request’ form 

approved by the HOD the OR-RDS@CD will capture the information onto 

the System@CD (and also scan the form). 

A1.69. The System@CD will generate a request to the New Signatory by SMS to 

view the information entered and confirm the accuracy of the data 

captured. (Note: The SMS should indicate the address at which the 

information is stored and could be reviewed). 

A1.70. If the  information captured is accurate, the New Signatory could confirm 

the accuracy or modify and confirm the accuracy. 
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Exceptions A1.71. On receipt of the confirmation by the New Signatory the System@CD will 

activate the registration and generate an email message to the new 

signatory confirming the signature has been registered on the System@CD.  

A1.72. End 

 

 

On-Line Modification/Addition of New Sample Document on System@CD 

NOTE:  The objective of this component of the process is to enable the modification 

of information in relation to the formats of the documents issued and/or the 

status of the agency, etc. in relation to the documents issued. 

 

A1.73. The Registered User at the DIA may from time to time add new sample 

documents used by the DIA by updating the ‘New Sample Document 

Registration Request’ (refer format AF1.7) on the System@CD and 

submitting to the OR-RDS@CD. (Note: If the New Sample replaces an 

Existing Sample Document: The System@CD will request the Registered 

User to indicate the end date of the validity period for the currently 

registered document). 

A1.74. The OR-RDS@CD on receipt of the ‘New Sample Document Registration 

Request’ will evaluate and ensure the document captured is complete. 

(Note: Any additional information required will be updated on the 

System@CD upon the OR-RDS@CD discussing the matter with the relevant 

registered user or request the resubmission of a ‘New Sample Document 

Registration Request’). 

A1.75. When the information related to the new sample is complete the OR-

RDS@CD will register the new sample on the System@CD. 
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Exceptions A1.76. The System@CD will generate a SMS message to the HOD to approve the 

new sample document. (Note: (1) The address to access the new sample 

document should be provided to the HOD, (2) The HOD should be able to 

respond by SMS with a 1 – for YES, or 2 – for NO or approve the new 

sample document on the System@CD). 

A1.77. The response of the HOD is updated on the System@CD. 

A1.78. If the HOD responds YES: The System@CD will activate the registration 

and generate an email message to the organization confirming the new 

sample document has been registered on the System@CD. Go To A1.80. 
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Exceptions A1.79. If the HOD responds NO: The System@CD will cancel the registration and 

inform the organization by email the HOD has rejected the registration of 

the new sample document.  

A1.80. End 

 

 

Off-line Registering New Sample Documents on the System@CD  

NOTE:  The objective of this component of the process is to enable the off-line 

registration of new sample documents used by the DIA on the System@CD 

by an officer at the CD.  

 
A1.81. Upon the receipt of the ‘New Sample Document Registration Request’ 

form approved by the HOD the OR-RDS@CD will capture the information 

onto the System@CD (and also scan the form). 

A1.82. The System@CD will generate a request to the HOD by SMS to view the 

information entered and confirm the accuracy of the data captured. (Note: 

The SMS should indicate the address at which the information is stored 

and could be reviewed). 

A1.83. The HOD will confirm to either accept or reject the updated New Sample 

Document. 

A1.84. If the New Sample Document is Accepted by the HOD: The System@CD 

will activate the new sample document and effective date. (Note: The prior 

sample document templates should be available and accessible for the 

authentication process). Go To A1.86 

A1.85. If the New Sample Document is Rejected by the HOD: The System@CD 

will not activate the new sample document. 
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Exceptions A1.86. On activation/rejection of the new sample document the System@CD will 

generate an email message to the HOD confirming/rejecting the 

registration of the new sample document.  

A1.87. End 

 

On-Line Modification of Organizational Information on System@CD 

NOTE:  The objective of this component of the process is to enable the modification 

of information registered on the System@CD in relation to the DIA.  

 

A1.88. The Registered User at the DIA may when required modify the information 

on the System@CD related to the DIA by updating the ‘DIA Information 

Modification Request’ (refer format AF1.8) on the System@CD and 

submitting to the OR-RDS@CD. (Note: The System @CD should also 

capture the effective date of the modification). 

A1.89. The OR-RDS@CD on receipt of the ‘DIA Information Modification Request’ 

will evaluate and ensure the document captured is complete. (Note: Any 

additional information required will be updated on the System@CD upon 

the OR-RDS@CD discussing the matter with the relevant registered user or 

request the resubmission of a ‘DIA Information Modification Request’). 

A1.90. When the information related to the modification is complete the OR-

RDS@CD will register the modification information on the System@CD. 

A1.91. The System@CD will generate a SMS message to the HOD to approve the 

modification information. (Note: (1) The address to access the modified 

information should be provided to the HOD, (2) The HOD should be able to 

respond by SMS with a 1 – for YES, or 2 – for NO or approve the 

information modification on the System@CD). 

A1.92. The response of the HOD is updated on the System@CD. 
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Exceptions A1.93. If the HOD responds YES: The System@CD will activate the modification 

and generate an email message to the HOD confirming the new sample 

document has been registered on the System@CD. Go To A1.80. 

A1.94. If the HOD responds NO: The System@CD will cancel the cancel the 

modification and inform the HOD by email the modification has not been 

registered in the System@CD.  

A1.95. End 

Off-line Registering DIA Information Modification on System@CD  

NOTE:  The objective of this component of the process is to enable the off-line 

registration of information modification in relation to a DIA on the 

System@CD by an officer at the CD.  

 
A1.96. Upon the receipt of the ‘DIA Information Modification Request’ form 

approved by the HOD the OR-RDS@CD will capture the information onto 

the System@CD (and also scan the form). 

A1.97. The System@CD will generate a request to the HOD by SMS to view the 

information entered and confirm the accuracy of the data captured. (Note: 

The SMS should indicate the address at which the information is stored 

and could be reviewed). 

A1.98. The HOD will confirm to either accept or reject the updated Modified DIA 

Information. 

A1.99. If the Modified DIA Informatio is Accepted by the HOD: The System @CD 

will activate the modified DIA information and the effective date of the 

modification. Go To A1.101 

A1.100. If the New Sample Document is Rejected by the HOD: The System@CD 

will not activate the modified DIA information on the System@CD. 
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Exceptions A1.101. On activation/rejection of the new sample document the System@CD will 

generate an email message to the HOD confirming/rejecting the 

registration of the new sample document.  

A1.102. End 
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Exceptions Deactivation of DIA on System 

NOTE:  The objective of this component of the process is to enable the deactivation 

of a DIA that no longer creates documents that require GoSL authentication. 

 

A1.103. When the OR-RDS@CD is informed or get to know that a specific DIA is no 

longer creating documents that require MFA authentication, the OR-

RDS@CD will contact a relevant authority and obtain confirmation and 

update the information received and details of the source on the 

System@CD.  

A1.104. Upon receiving the confirmation the DIA is no longer creating documents 

that require MFA authentication, the OR-RDS@CD will update the 

System@CD requesting the de-activation of the DIA, which will be passed 

on to the Officer Responsible for the Consular Division (OR-CD@CD) for 

approval. 

A1.105. The OR-CD@CD on receipt of the request to deactivate the DIA will make 

separate investigation and ensure the DIA is no longer issuing documents 

that require MFA authentication. 

A1.106. If the OR-CD@CD decides DIA De-registration is NOT Required: The OR-

CD@CD will update the System@CD confirming the information received 

and the source and reject the de-activation of the DIA. Go To A1.108 

A1.107. If the OR-CD@CD decides DIA De-registration is Required: The OR-CD@CD 

will update the System@CD confirming the information received and that 

the de-activation of the DIA is required.  

A1.108. End 
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Exceptions Regular Follow-up with the DIA to Confirm the Accuracy of the Information  

NOTE:  The objective of this component of the process is to remind regularly the DIA 

to confirm the accuracy of the information on the System@CD.  

 

A1.109. On a pre-defined regular basis the System@CD will send an SMS to the 

HOD to confirm the accuracy of the information maintained on the 

System@CD on behalf of the DIA. (Note: The address to view the 

information should be available to the HOD on the SMS). 

A1.110. The HOD may review the information registered on the System@CD and 

confirm the accuracy. (Note: It would be useful for the HOD to have a 

check box against each field to accept the information – if accurate and 

submit). 

A1.111. After 2 weeks of sending the verification request the System@CD will 

determine the DIAs that have not responded to the message. 

A1.112. If the DIA has Responded to the Message: Go To A1.115. 

A1.113. If the DIA has NOT Responded to the Message: The System@CD will 

generate a listing of the DIAs that have not responded with the Name and 

Contact Details of the HOD and submit to the OR-RDS@CD. 

A1.114. The OR-RDS@CD will be requested to follow-up and request the HOD to 

respond to the SMS message. (Note: If necessary the OR-RDS@CD should 

be able to conveniently resend the original SMS message if requested by 

the HOD). Go To A1.109. 

A1.115. The System@CD will check if all the fields have been validated as being 

accurate. 

A1.116. If All Fields have been Checked as being Accurate: Go To A1.118. 

A1.117. If Any Field have NOT been Checked as being Accurate: The System@CD 

will inform the DIA to submit appropriate modification information. (Note: 
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Exceptions 

The System@CD should remind the OR-RDS@CD regularly to follow-up on 

modifications not received). 

A1.118. End 

 
Process A2: Updating of Documents Issued DIA that require MFA 

Authentication. 
  
NOTE:  The objective of this process is to permit registered DIAs to update the information related to the 

documents they have created on behalf of the Citizen (or Foreigner) and the relevant 

owner/applicant identity information on the System@CD. 

BOUNDARY: From the point a document is created on behalf of a Citizen (or Foreigner) by a 

registered agency that requires MFA authentication, to updating the System@CD, to 

generating an acknowledgement or printing the authentication based on the document 

based on the approval of the Consular Division of the MFA.  

 
 

Update Documents Details that Require MFA Authentication 

NOTE:  The objective of this component of the process is to update the System @CD 

the details of the document issued by the DIA that require MFA 

authentication. 

 

A2.1. Upon the DIA issuing a document that requires MFA authentication, the 

Officer Responsible for Updating Document Information at the DIA (OR-

UDI@DIA) will log into the System@CD and update the ‘Document Issue 

Form’ (refer format AF2.1). (Note: (1) The signatory information should 

also be captured for verification by CD/MFA, (2) Selected DIAs will also be 

required to scan the document into the System@CD when registered for 

remote authentication). 
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Exceptions A2.2. The OR-UDI@DIA will also capture the details of the ‘Applicant’ and  

‘Owner’ of the document(s) onto the System@CD. (Note: (1) Selected DIAs 

may also scan the identity information of the owner and applicant as well 

as biometric information of the applicant onto the System@CD, (2) The 

Applicant, Owner, Document information could be separate tabs, (3) The 

Applicant may have documents belonging to multiple owners and one 

owner may have multiple documents).  

A2.3. Upon updating the information onto the System@CD the OR-UDI@DIA will 

submit the information to the CD/MFA through the System@CD. 

A2.4. If the DIA is NOT Registered for Remote Authentication: The System @CD 

will generate an ‘Acknowledgement of Documents’ (refer format AF2.2) for 

each applicant. (Note: A QR Code to identify the ‘Acknowledgement of 

Documents’ and the relevant information will be required, (2) It should be 

possible to recall the information in a structured manner when the 

applicant/owner visits the CD/MFA). Go To A2.6.  

A2.5. If the DIA is Registered for Remote Authentication: The System @CD will 

immediately submit the document for remote authentication to the Officer 

Responsible for Remote Authentication of Documents at the Consular 

Division (OR-RAD@CD). Go To Process A3 (Remote Authentication). 

A2.6. The OR-UDI@DIA will print ‘Acknowledgement of Documents’ generated 

by the System@CD and hand over to the applicant with the documents to 

be submitted to the CD/MFA. 

A2.7. The System@CD will also generate a SMS message to the Applicant/ Owner 

informing him of the QR Code Reference Number. Go To Process A3. 

A2.8. End. 
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Explanations 

Process A3: Accepting Documents and Authentication/Rejection .  
   
NOTE:  The objective of this process is to accept and authenticate documents (with confirmation from 

the registered agencies or otherwise) on behalf of the Citizen (or Foreigner). 

  

BOUNDARY: From the point the Citizen (or Foreigner) decides to submit the documents for certification, 

to setting-up an appointment, to accepting of documents, to collection of authentication feeds, 

to processing of immediate authentication, to processing of differed authentication, to   

approving/rejecting the certification of documents, to confirming the approving on the original 

document (or reasons for rejection), to follow-up on differed authentication documents and to 

inform the Citizen (or Foreigner) upon receipt of document. 

 

 

Providing the Applicants to schedule Appointments (Remotely) 

NOTE:  The objective of this component of the process is to enable Citizens (or 

Foreigners) to obtain an appointment prior to visiting the Consular Division 

and receive a confirmation of the appointment. (This application should be 

available on the mobile) 

 

A3.1. The Management of the CD will determine the number of appointments 

that could be pre-allocated each hour and the System@CD updated 

accordingly. (Note: It should be possible to modify the appointments 

assigned for each hour from time to time). 

A3.2. The Applicant/Owner who intends to authenticate a document at the 

CD/MAE may log into the Appointment component of the System@CD and 

review the availability of appointments by viewing the ‘CD/MFA 

Appointment Calendar’. (Note: When a specific date is selected the 

System@CD should indicate the remaining number of documents that 

could be authenticated during each hour of the day). 



Process Re- Engineering of the Document Authentication 
Process for the Consular Division. 

Deliverable:  GPR Final Report 
 

 

                                             54/ 90  
 

 

A1.1  

 

 

 

 

 

 

 

 

Exceptions A3.3. The Applicant/Owner will select a time slot based on the availability of 

appointments within a specific hour. (Note: When all appointments are 

allocated the date on calendar is Red, when at least one appointment is 

available each hour Green, else Amber) 

A3.4. The Applicant/Owner will update the ‘Appointment Request’ form (refer 

format AF3.1) on the System@CD. (Note: (1) The System@CD should 

capture the details of the applicant/owner, the type of documents and the 

total number of each type of document, (2) An applicant may bring in the 

documents of multiple owners who have multiple documents to be 

authenticated within a single appointment). 

A3.5. Upon updating the required information, the System@CD will indicate the 

‘Equivalent Number of Appointments’ (ENQ) required to process the 

documents specified in the ‘Appointment Request’. (Note: (1) The ENQ 

may vary based on the document or the number of documents within the 

each appointment. (2) One ENQ is equal to one appointment). 

A3.6. Based on the ENQ the System@CD will determine if adequate 

appointments are available for the applicant/owner. 

A3.7. If Adequate Number of Appointments are Available: The System@CD will 

allocate the required number of appointments to the applicant/ Owner. Go 

To A3.9. 

A3.8. If Adequate Number of Appointments are NOT Available: The System 

@CD will inform the applicant/owner to select another time/day where 

adequate number of appointments are available or break down the 

appointment into multiple appointments. (Note: (1) An applicant/ owner 

may break the documents into multiple appointments to fit into the 

available appointments, (2) Minimize the data entry when breaking down 

an appointment into multiple appointments). Go To A3.4. 



Process Re- Engineering of the Document Authentication 
Process for the Consular Division. 

Deliverable:  GPR Final Report 
 

 

                                             55/ 90  
 

 

A1.1  

 

 

 

 

 

 

 

 

Exceptions A3.9. The System@CD will generate an ‘Appointment Confirmation(s)’ with a QR 

Code which could be printed by the applicant/owner. (Note: There will be 

different ‘Appointment Confirmation(s)’ for each appointment). 

A3.10. A SMS message is also sent to the applicant/owner indicating the time of 

appointment and the ENA together with the QR Code Number. (Note: A 

message is sent for each appointment). 

A3.11. End. 

 

Scheduling Appointments on Arrival (without Prior Appointments)  

NOTE:  The objective of this component of the process is to schedule those who are 

visiting the Consular Division without a prior appointment. (Note: All non-

owner applicants with more than 3 documents must have a prior 

appointment). 

 

A3.12. On arrival of an applicant the Officer Responsible for Allocating of 

Appointments at Consular Division (OR-AOA@CD) will review the 

documents intended to authenticate and check for completeness. (Note: 

When an applicant has multiple documents, appointments could be issued 

for those that are complete). 

A3.13. If the Documents are Complete and can be Authenticated: The OR-

AOA@CD will inquire from the applicant of the suitable time slot (from 

those that are currently available). (Note: The System@CD should be able 

to display the remaining times on a screen that is visible to the customer in 

three languages). Go To 15 

A3.14. If the Documents are NOT Complete and cannot be Authenticated: The 

OR-AOA@CD will inform the applicant to seek clarification from the 

‘Customer Help Counter’ and a ‘Help Counter Appointment’ is generated. 
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Exceptions (Note: This could be a simple number issuing machine). Go To ‘serving 

applicant at help counter’ 

A3.15. The OR-AOA@CD will capture the identity of the applicant and then place 

the ‘Document Bar Code’ and capture the type of document onto the 

System@CD. (Note: Where ‘Document Acknowledgement’ issued by the 

DIA is available the document information is recalled and saved with the 

specific appointment). 

A3.16. The OR-AOA@CD will generate and print an ‘Applicant Appointment Slip’ 

for the selected time slot with the appropriate number and handover to 

the applicant and inform him to be present at the specified time.  

A3.17. End. 

Scheduling Appointments on Arrival (with Prior Appointments)  

NOTE:  The objective of this component of the process is to schedule those who are 

visiting the Consular Division with a prior appointment.  

 

A3.18. On arrival of an applicant with prior appointment OR-AOA@CD will recall 

the appointment on the System@CD based on the ‘Appointment 

Acknowledgement’.  

A3.19. If the Appointment Exists within the System@CD: Go To 21 

A3.20. If the Appointment Does NOT Exist within the System@CD: The OR-

AOA@CD will progress with the appointment as an applicant without a 

prior appointment. Go To 12 

A3.21. The OR-AOA@CD will request for the applicant and check for the 

completeness of the document. 
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Exceptions A3.22. If ALL Documents stated in the Appointment are Complete: The OR-

AOA@CD will capture the identity of the applicant and then place the 

‘Document Bar Code’ and capture the type of document onto the 

System@CD. (Note: Where a ‘Document Acknowledgement’ issued by the 

DIA is available the information is recalled and saved with the specific 

appointment).  Go To 24 

A3.23. If ANY Documents stated in the Appointment is NOT Complete: The OR-

AOA@CD will issue a ‘Help Counter Appointment’ and handed over to the 

applicant. Go To End 

A3.24. The OR-AOA@CD will generate and print an ‘Applicant Appointment Slip’ 

for the appropriate time slot as specified in the prior appointment with the 

appropriate number and handover to the applicant while informing him to 

be present within the service area at the start of the specified time. (Note: 

when an applicant with a prior appointment comes ahead of his time 

schedule – his appointment will be based on the time slot reserved in the 

prior appointment). 

A3.25. End. 

 

 

Serving the Applicant at the Help Counter 

NOTE:  The objective of this component of the process is to call the next scheduled 

applicant to the Help Counter to be served.  

 

A3.26. The Officer Responsible for the Customer Help Counter at the Consular 

Division (OR-CHC@CD) will call the next applicants based on the ‘Help 

Counter Appointment’ Number. 
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Exceptions A3.27. The OR-CHC@CD will review the documents and explain to the applicant 

the issues related to the document and instruct the appropriate procedure 

for obtaining the authentication based on the regulations of the CD/MFA 

on the System@CD. (Note: (1) All instructions given to the applicant should 

be based on the regulations of the Consular Division, (2) If the specific case 

is not covered within the regulations a modification to the regulations 

should be undertaken by the OR-CHC@CD). 

A3.28. If the OR-CHC@CD Confirms ALL documentation is Complete: The OR-

CHC@CD will discuss with the applicant and issue an appointment for the 

customer at the ‘Customer Help Counter’ (as per the same appointment 

issuing procedure). Go To 30 

A3.29. If the OR-CHC@CD Confirms SOME documentation is NOT Complete: The 

OR-CHC@CD will inform the applicant of the requirements as per the 

regulations and corrective action. (Note: If the applicant has multiple 

documents the OR-CHC@CD with the agreement of the applicant issue an 

appointment for authenticating documents without issues).  

A3.30. The OR-AOA@CD will paste the document barcode on the documents 

without issues that require authentication and capture the required 

information. 
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Exceptions A3.31. The OR-CHC@CD will thereafter generate and print the ‘Applicant 

Appointment Slip’ at the Customer Held Counter with the appropriate 

number and handover to the applicant while informing him to be present 

within the service area at the start of the specified time. 

A3.32. End 

 

Interpretation of the Regulations to the CD/MFA  

NOTE:  The objective of this component of the process is to capture the 

interpretations in relation to complicated issues.  

 

A3.33. Any document that has a conflict with the current regulations of the 

CD/MFA, the OR-CHC@CD will raise a ‘Regulation Interpretation Note’ 

(refer format AF3.2). (Note: (1) All regulations and interpretations of the 

CD/MFA should be available on the System@CD, (2) The ‘Regulation 

Interpretation Note’ should capture the specific issue and the 

recommendations of the OR-CHC@CD) 

A3.34. The ‘Regulation Interpretation Note’ is discussed with a Senior Officer 

Responsible for Regulation Clarifications at the Consular Division (SO-

RC@CD).  

A3.35. The collective decision and the appropriate action is documented on the 

‘Regulation Interpretation Note’ by the SO-RC@CD. 

A3.36. The duly updated ‘Regulation Interpretation Note’ is scanned onto the 

System@CD by the OR-CHC@CD and attached to the relevant area within 

the regulations. (Note: The System@CD identifies the relevant area based 

on the basic information captured to the System@CD). 

A3.37. Based on the information updated onto the System@CD the OR-CHC@CD 

will make a decision if the document could be authenticated. 



Process Re- Engineering of the Document Authentication 
Process for the Consular Division. 

Deliverable:  GPR Final Report 
 

 

                                             60/ 90  
 

 

A1.1  

 

 

 

 

 

 

 

 

Exceptions A3.38. If Document can be Authenticated: The OR-CHC@CD will issue 

appointment. Go To 30. 

A3.39. If Document can be Authenticated: The OR-CHC@CD will inform the 

applicant of the inability to authenticate the document or any other 

additional rectification that is required. 

A3.40. End. 

 

 

Calling the Next Scheduled Applicant to be Served  

NOTE:  The objective of this component of the process is to call the next 

scheduled applicant to the Front Desk to be served.  

 

A3.41. Fifteen minutes before each hour the System@CD will send a SMS 

messages to all the applicants scheduled to submit documents in the next 

hour to enter the ‘Immediate Servicing Area’ within the Consular Division. 

(Note: If a applicant takes an appointment within the hour he is to be 

served the System@CD will generate an immediate SMS). 

A3.42. Based on the ‘Appointment Slip’ or the SMS the applicant would be 

requested to move into the ‘Immediate Servicing Area’. 

A3.43. The Officer Responsible for the Front Desk Operations at Consular Division 

(OR-FDO@CD) will call the ‘Next Applicant’ in the applicant queue as 

specified in the ‘Queue Management Procedure’ (refer annexure AA3.1).  

A3.44. If the Applicant with the Appropriate Appointment Number Arrives: The 

OR-FDO@CD will scan the Appointment Slip and permit the processing of 

the documents. Go To End 
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Exceptions A3.45. If the Applicant with the Appropriate Appointment Number does NOT 

Arrive: The OR-FDO@CD will skip and call the next number on the queue. 

(Refer queue management procedure to decide on the procedure to 

handle the appointments that have not showed up during the hour). 

A3.46. End. 

 

 
Accepting the Authentication Documents 

NOTE:  The objective of this component of the process is to accept the 

authentication document and supporting documents and ensure the 

completeness of the documents which are scanned onto the System@CD 

 

A3.47. The OR-FDO will obtain the identity of the applicant and match with that of 

the identity associated with the specific appointment. 

A3.48. If the Identity matches the Information on the System@CD: The OR-

FDO@CD will capture the biometrics of the applicant onto the System 

@CD and return the identity of the applicant.  

A3.49. If the Identity does NOT match the Information on the System@CD: The 

OR-FDO@CD will issue a ‘Customer Help Counter’ appointment number 

and request the customer to seek assistance. Go To End 

A3.50. The OR-FDO@CD will now request for the documents that require 

authentication. 

A3.51. The OR-FDO@CD will next inquire if the applicant is the owner of the 

document(s). 

A3.52. If the Applicant is the Owner: Go To 
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Exceptions A3.53. If the Applicant is NOT the Owner: The OR-FDO@CD will request for the 

identify of the document owner and the letter of authority issued by the 

owner, and scanned onto the System@CD.  

A3.54. The OR-FDO@CD will check if the applicant has provided the required 

documentation from the owner. (Note: Refer annexure AA3.2 for those 

who could act on behalf of the owner and the documents that should be 

produced). 

A3.55. If the Applicant provided adequate Authority from Owner: The OR-

FDO@CD will update the System@CD confirming the adequacy of the 

authority and thereafter place a barcode on the document and scan the 

relevant documents onto the System@CD. (Note: It should be possible to 

identify the scanned copy based on the barcode and the document type). 

Go To 57. 

A3.56. If the Applicant does NOT provided adequate Authority from Owner: The 

OR-FDO@CD will update the System@CD confirming inadequacy of the 

authority provided and suspend the processing of the documents related 

to the specific owner. Go To More Documents 

A3.57. The OR-FDO@CD will capture the Barcode, of the first (or next) document 

that requires authentication, onto the System@CD. (Note: This barcode 

and the type of document should match the detailed already entered into 

the System@CD at the reception). 

A3.58. The OR-FDO@CD will check if the supporting documents required for 

authenticating the document has been provided and updated on the 

System@CD. (Refer annexure AA3.3 for ‘Supporting Document 

Requirements’). (Note: The System@CD will automatically indicate the 

supporting documents required for each type of document to be 

authenticated) 
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Exceptions A3.59. If the Required Supporting Documentation has been Provided: The OR-

FDO@CD will paste a pre-printed barcode on the supporting document 

that is required for verification. Go To 61 

A3.60. If the Required Supporting Documentation has NOT been Provided: The 

OR-FDO@CD will update the System@CD indicating the non-availability of 

the required supporting document and generate a ‘Authentication 

Rejection Note’ (refer format AF3.3 specifying the documents not provided 

pending printing. Go To 72 

A3.61. The OR-FDO@CD will read the barcode of the document to be 

authenticated, indicate the number of pages to be scanned and scan the 

document onto the System@CD. (Note: (1) The OR-FDO@CD is required to 

review and accept the scanned document to confirm accuracy and 

completeness of the scan, (2) If the document is already scanned into the 

System@CD within the current appointment session (as a supporting 

document), there should be no necessity to rescan the document again).  

A3.62. The OR-FDO@CD will hereafter read the barcode of the supporting 

documents related to the document to be authenticated, indicate the type 

of document and indicate the number of pages to be scanned, which is 

thereafter scanned into the System@CD. (Note: (1) The OR-FDO@CD is 

required to review and accept the scanned document to confirm accuracy 

and completeness of the scan, (2) When the document is already scanned 

into the System@CD within the current appointment session (as an 

authenticating document or supporting document), there should be no 

necessity to rescan the document again). 

A3.63. The OR-FDO@CD will next decide if the document to be authenticated 

could be handled immediately. 

A3.64. If the Document Authentication can be Handled Immediately: Go To 66 
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Exceptions A3.65. If the Document Authentication can NOT be Handled Immediately: The 

OR-FDO@CD will submit the document for Differed Authentication and 

System@CD will generate a ‘Differed Authentication Acknowledgement’ 

(refer format AF3.4) pending printing. (Note: (1) The customer an SMS 

message would be sent when the document is ready for collection, (2) The 

‘Document Tracking’ website should be maintained for all Differed 

Authentication Documents with access to the applicant). Go To end 

A3.66. The OR-FDO@CD will next capture the details of the officer who has signed 

the document to be authenticated. (Note: The System@CD is required to 

indicate if the specific signature is currently available on the System@CD) 

A3.67. If the Signature is Available on the System@CD: The System@CD will 

display the signature alongside the document to be authenticated. Go To 

69 

A3.68. If the Signature is NOT Available on the System@CD: The System@CD will 

display a message confirming the signature is not available of the 

System@CD and to submit the document for Differed Authentication. Go 

To 66 

A3.69. OR-FDO@CD will review the signature on the System@CD with the 

signature on the document being authenticated now available on the 

screen and determine if it could be authenticated. 

A3.70. If the OR-FDO@CD determines Document can be Authenticate: The OR-

FDO@CD will update the System@CD confirming the document is 

authenticated and generate the ‘Authentication Confirmation’ (refer 

format AF3.5) pending printing. (Note: Upon the System@CD generating 

the ‘Authentication Confirmation’ the document will be available for 

verification with the appropriate access control). Go To 72 

A3.71. If the OR-FDO@CD determines Document CAN’T be Authenticate: The 

OR-FDO@CD will pass the document to the Back Office for authentication. 
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Exceptions A3.72. The System@CD will now update the status of the document as being 

authenticated/rejected but pending the printing of the authentication or 

Rejection Note.  

A3.73. The OR-FDO@CD will next review if any more documents remain to be 

authenticated. 

A3.74. If more Documents need to be Authenticated: Go To 50 

A3.75. If NO more Documents need to be Authenticated: The OR-FDO@CD will 

generate the Invoice (refer format AF3.6) for the documents authenticated 

or sent to back office for authentication or accepted for differed 

authentication and collect the money from the applicant and issue the 

invoice to the applicant.  

A3.76. Once the OR-FDO@CD confirms the collection of the monies the System 

@CD will print the invoice and pending documents related to the 

acknowledgement for documents accepted for differed authentication, 

authentication confirmation and confirmation of rejection of documents at 

the front desk. 

A3.77. Once the relevant documentation is printed the status of the 

authenticated documents and the rejected documents will be marked as 

completed, while the differed authenticated documents will be marked as 

‘submitted for differed authentication’ and those referred to the back 

office as ‘pending’. (Note: All documents other than those that were 

submitted to the Back Office should be finalized at the front desk) 

A3.78. End. 
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Exceptions Handling of Mismatched Identification 

NOTE:  The objective of this component of the process is to handle the mismatch 

between the identity of the individual and the System@CD.  

 

A3.79. The OR-CHC@CD will discuss with the applicant and decide the issue for 

the mismatch in the identification and decide if the applicant should be 

given an immediate appointment or new appointment. 

A3.80. If the OR-CHC@CD decides to Issue an Immediate Appointment: The OR-

CHC@CD will be required to complete the ‘Immediate Appointment 

Request’ form (refer format AF3.7). (Note: The OR-CHC@CD should update 

the reasons for the identity mismatch and the officer responsible). Go To 

80 

A3.81. If the OR-CHC@CD decides NOT to Issue an Immediate Appointment: The 

OR-CHC@CD will discuss with the applicant and issue a new appointment 

for the same day or a different date. Go To End 

A3.82. The ‘Immediate Appointment Request’ is passed on to the Officer 

Responsible for Approving Immediate Appointment at Consular Division 

(OR-AIA@CD). 

A3.83. The OR-AIA@CD will review the ‘Immediate Appointment Request’ and 

decide if the immediate appointment should be approved. 

A3.84. If OR-AIA@CD decides to Approve the Immediate Appointment: The OR-

AIA@CD will update the System@CD confirming same. Go To 84 

A3.85. If OR-AIA@CD decides NOT to Approve the Immediate Appointment: The 

System@CD will inform the OR-CHC@CD the immediate appointment has 

been rejected and will discuss with the applicant and issue a new 

appointment for the same day or a different date. Go To End 
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Exceptions A3.86. The System@CD will inform the OR-CHC@CD the immediate appointment 

has been approved. 

A3.87. The OR-CHC@CD will now be permitted to issue an ‘Immediate 

Appointment’ irrespective of the appointments being filled. 

A3.88. End. 

 

 
Handling of Authentication at Back Office 

NOTE:  The objective of this component of the process is to enable the 

authentication of documents at the Back Office.  

 

A3.89. The documents passed onto the back office will be maintained in a queue, 

together with those that are received from other locations for remote 

authentication. 

A3.90. The Officer Responsible for Back Office Operations at the Consular Division 

(OR-BOO@CD) will call for the next document in the queue to be 

authenticated. 

A3.91. The document will be displayed on the screen and the OR-BOO@CD will 

determine if the specific document could be immediately authenticated. 

(Note: The System@CD will display all the information scanned onto the 

System@CD by the OR-FDO@CD and the signature that was recalled and 

associated with the document).  

A3.92. If the Document can be Immediately Authenticated or Rejected: The OR-

BOO@CD will authenticate/reject the document immediately based on the 

signature verification. (Note: In the event of a rejection the OR-BOO@CD 

will be required to select the reason for the rejection or type in the reason 

for the rejection). Go To End 
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Exceptions A3.93.  If the Document can NOT be Immediately Authenticated or Rejected: The 

OR-BOO@CD will now determine the subsequent action to be taken in 

relation to authenticating the document. 

A3.94. The subsequent action of the OR-BOO@CD will be determined by the 

availability of access to the source information. 

A3.95. If the CD/MFA has Access to the Source Database: The OR-BOO@CD will 

recall the relevant information on the source database by logging into the 

links provided to the source databases. (Note: It should be possible to 

conveniently log onto the supporting databases and extract the 

information relevant to the specific document). Go To 97 

A3.96. If the CD/MFA has NO Access to the Source Database: The OR-BOO @CD 

will recall the information related to the DIA that has issued the relevant 

document. Go To 100 

A3.97. The OR-BOO@CD will now verify the contents of the document submitted 

with the source information and the System@CD will capture a screenshot 

of the source information that was used to authenticate the document and 

associated with the document for future recall. (Note: The System@CD 

may have to capture multiple screenshots for a single document). 

A3.98. If the Information of the Document tallies with the Source Information: 

The OR-BOO@CD will authenticate the document and generate the 

‘Authentication Confirmation’ pending the printing. Go To End  
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Exceptions A3.99. If the Information of the Document does NOT tally with the Source 

Information: The OR-BOO@CD will reject the authentication of the 

document and type the reason (or select a pre-defined reason) for the 

rejection and generate the Rejection Note pending the printing. (Note: The 

identified reason will be stated in the Rejection Note to be issued to the 

applicant). Go To End 

A3.100. The OR-BOO@CD will now try to contact the signatory of the document 

and obtain confirmation of the authenticity of the document. 

A3.101. If the Authenticity of the Document can NOT be Established: The OR-

BOO@CD will update the System@CD stating the inability to establish the 

authenticity of the document and to subject the document to Differed 

Authentication and generate the ‘Differed Authentication 

Acknowledgement’ pending its printing. Go To End 

A3.102. If the Authenticity of the Document can be Established: The OR-BOO @CD 

will update the System@CD with a minute stating the verification 

undertaken and the response received to justify authentication. 

A3.103. The OR-BOO@CD will thereafter authenticate the document and generate 

the ‘Authentication Confirmation’ pending its printing. 

A3.104. End. 
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Exceptions Issuing of Authentication Confirmation or Rejection Note 

NOTE:  The objective of this component of the process is to enable the issue of 

Authentication Confirmation, the Rejection Note or the ‘Differed 

Authentication Acknowledgement at the Document Issue Counter (DIC).  

 

A3.105. When the status of all ‘pending’ documents related to a specific 

appointment is ‘printing pending’ System@CD will request the applicant to 

collect the documents from the DIC by displaying the appointment number 

on the screen and sending an SMS and email (with authentication 

confirmation) to the applicant. 

A3.106. The applicant will hand over the appointment confirmation to the Officer 

Responsible for the Document Issuing Counter at the CD (OR-DIC @CD). 

A3.107. The OR-DIC@CD will scan the appointment QR Code onto the System@CD. 

A3.108. If ALL the Documents related to the Appointment are in Printing Pending’ 

Status: The System@CD will automatically print the document relevant to 

each document submitted for authentication. (Note: The ‘Differed 

Authentication Acknowledgement’ and ‘Rejection Note’ will be generated 

in the language of choice indicated by the applicant). Go To 110 

A3.109. If ANY Document related to the Appointment is yet in ‘Pending’ Status: 

The System@CD will reject the QR Code and inform the applicant to await 

until he is being called. 

A3.110. The OR-DIC@CD will hand over the documents printed by the System @CD 

to applicant and request the applicant to verify a response has been 

received for all documents submitted for authentication. (Note: If the 

applicant claims he has not received a response for any document – the 

relevant confirmation could be printed at the DIC and handed over). 

A3.111. End. 
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Exceptions Submit the Differed Authentication Documents to the Verification Authority 

NOTE:  The objective of this component of the process is to forward the documents 

to the verification authority to confirm the accuracy and genuineness of the 

document submitted for authentication.  

 

A3.112. The System@CD will update the status of the document identified for 

differed authentication as ‘Accepted for Differed Authentication’. 

A3.113. The Officer Responsible for Differed Authentication Documents at CD/ 

MFA (OR-DAD@CD) will call for the next document on the queue. 

A3.114. Depending on the type of document the System@CD will inform the OR-

DAD@CD the mode of communication with the DIA. (Note: (1) Emails and 

Faxes required to request the DIA to confirm issue of the document is 

generated automatically by the System@CD and transmitted to the DIA, 

(2) When the communication is through mail the System@CD will generate 

the covering letter and document to be authenticated which will be posted 

and the registered letter information captured onto the System@CD).  

A3.115. The System@CD will modify the status of the document as ‘submitted for 

verification’ 

A3.116. End. 

 

 

Follow-up on the Documents Submitted for Verification & Update 

NOTE:  The objective of this component of the process is to follow-up on the 

documents submitted for verification to originating or certifying agency for 

verification and updating the System@CD. 
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Exceptions A3.117. Based on the time specified for each type of document, the System@CD 

will remind the OR-DAD@CD to contact the DIA and follow-up on the 

request for verification. (Note: The System@CD should display the contact 

details of the DIA). 

A3.118. If an Additional Copy requires to be transmitted to the DIA: The OR-

DAD@CD should be in a position to send an additional copy by email or fax 

and generate a printout for mail. Go To 116 

A3.119. If the DIA Confirm Receipt of the Documents: The OR-DAD@CD will 

update the System@CD with the response of the DIA and when the 

confirmation could be expected and the date for follow-up. 

A3.120. The status of the document is modified to ‘awaiting confirmation from DIA’ 

A3.121. On the specified date for follow-up the System@CD will determine if the 

confirmation has been received. 

A3.122. If the Confirmation has been Received: Go To End 

A3.123. If the Confirmation has NOT been Received: Go To 119 

A3.124. End. 

 

  

Update System@CD on Receipt of Verified Differed Authentication 

Documents  

NOTE:  The objective of this component of the process is to update the GoSL 

Consular System confirming receipt of the verified documents and informing 

the applicant to schedule an appointment and visit the Consular Division to 

collect the documents.  
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Exceptions A3.125. Upon receipt of the document by email or fax, the OR-DAD@CD will attach 

the response to the appropriate document based on the document 

barcode reference. (Note: Documents received by mail are scanned and 

attached to the document by the OR-DAD@CD) 

A3.126. The System@CD will update the status of the document to ‘confirmation 

received from DIA’ 

A3.127. The System@CD will submit the information gathered in relation to the 

original document from the applicant and the confirmation received from 

the DIA to the Officer Responsible for Supervising the Authentication of 

Documents at the CD/MFA (OR-SAD@MFA). 

A3.128. The OR-SAD@CD will call for the next differed authentication from the 

System@CD. 

A3.129. The System@CD should display the original document and the related 

documents side by side in a convenient manner for the OR-SAD@CD to 

decide if the document should be authenticated. 

A3.130. If OR-SAD@CD Decides to Authenticate the Document: The OR-SAD@CD 

will update the System@CD confirming the authentication of the 

document. Go To 132 

A3.131. If OR-SAD@CD Decides NOT to Authenticate the Document: The OR-

SAD@CD will update the System@CD confirming the rejection of 

authentication and the reasons for the rejection. Go To 133 

A3.132. The System@CD will generate the ‘Authentication Confirmation’ and 

update the System@CD and the status of the document is modified to 

‘printing pending’. Go To 134 

A3.133. The System@CD will generate the ‘Rejection Note’ and the status of the 

document is modified to ‘printing pending’. 
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Exceptions A3.134. The System@CD will generate a SMS message to the applicant confirming 

the authentication has been finalized and to visit the CD/MFA to collect the 

confirmation. (Note: When the email of the owner is available the System 

will also email the ‘Authentication Confirmation’ or the ‘Rejection Note’ to 

the applicant in PDF format). 

A3.135. End. 

 

 

Issuing of Authentication Confirmation or Rejection Note for Differed 

Authentication Documents 

NOTE:  The objective of this component of the process is to enable the issue of 

Authentication Confirmation or the Rejection Note for differed 

authentication documents at the Document Issue Counter (DIC).  

 

A3.136. The applicant will inform the OR-DIC@CD of the receipt of the SMS and 

hand over the ‘Differed Authentication Acknowledgement’. 

A3.137. The OR-DIC@CD will scan the QR Code of the ‘Differed Authentication 

Acknowledgement’ (DAA) onto the System@CD. 

A3.138. If the Document related to the DAA is in ‘Printing Pending’ Status: The 

System@CD will automatically print the document relevant to the 

document submitted for authentication. (Note: The ‘Rejection Note’ will 

be generated in the language of choice indicated by the applicant). Go To 

140 

A3.139. If the Document related to the DAA is NOT in ‘Printing Pending’ Status: 

The System@CD will reject the QR Code and display the current status of 

the document which will be shared with the applicant. Go To End 
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Exceptions A3.140. The OR-DIC@CD will hand over the documents printed by the System @CD 

to applicant and request the applicant to verify the accuracy of the 

document.  

A3.141. End. 

 

 

 

Feature for Citizens to Follow-up on Differed Authentication Documents 

NOTE:  The objective of this component of the process is for the follow-up 

information captured on the System@CD to be shared with the relevant 

citizens. 

 
 

A3.142. An applicant should be able to log-on and view the status of the current 

document for documents which are subject to differed authentication. 

(Note: The relevant access method should be stated on the DAA) 

A3.143. End. 
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Exceptions Remote Authentication of Documents at the DIA Location 

NOTE:  The objective of this component of the process is to enable the 

authentication and issue of the authenticated documents or the Rejection 

Note at the DIA.  

 

A3.144. On receipt of a request for remote authentication from a DIA registered for 

remote authentication, the System@CD will inform the Officer Responsible 

for Remote Authentication of Documents at CD/MFA (OR-RAD@CD). 

A3.145. The OR-RAD@CD will call the document submitted remote authentication 

and verify the signature on the document and those registered with the 

CD/MFA. (Note: (1) The System@CD should be able to display the original 

document and the signature in a convenient manner for easy verification, 

(2) If a wrong signature is recalled the OR-RAD@CD should be able to recall 

the appropriate signature by viewing the document). 

A3.146. If the Signatures Tally: The OR-RAD@CD will update the System@CD 

confirming that the document is authenticated. Go To 148 

A3.147.  If the Signature does NOT Tally: The OR-RAD@CD will contact the officer 

at the remote location and discuss the inconsistency make a note on the 

System@CD related to the document and authenticate the document. 

A3.148. The System@CD will generate the ‘Authentication Confirmation’ and a 

message is sent to the remote location confirming the finalization of the 

authentication. 

A3.149. The OR-RAD@RL will now obtain a printout relating to the specific 

document that was authenticated which is handed over to the applicant 

with the original document. 

A3.150. End. 
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Exceptions Selecting Document that have been Authenticated for Continuous Audit 

NOTE:  The objective of this component of the process is to enable the System@CD 

to continuously select documents which have been authenticated for an 

audit which would be performed by the Officers Responsible for Supervising 

the Authentication of Documents at the Consular Division (OR-SAD@CD).  

 

A3.151. The System@CD will randomly select approximately 25% of documents 

authenticated for an audit.  

A3.152. The selected documents will be transferred to the OR-SAD@CD (who are 

authorized to audit documents) by the System@CD on an equal basis.  

A3.153. The OR-SAD@CD will call for the selected document and the System @CD 

will display all information related to the document in a convenient 

manner for the officer to review. (Note: (1) The documents should be 

processed on LIFO basis, (2) The officer authorized should be able to delete 

the documents that were queued during a specific date & hour). 

A3.154. The OR-RAD@CD will review the document and decide the accuracy of the 

authentication. 

A3.155. If the Authentication has been Accurately Undertaken: The OR-SAD @CD 

will update the System@CD confirming the accuracy of the authentication. 

Go To End 

A3.156. If the Authentication has NOT been Accurately Undertaken: The OR-

SAD@CD will update the System@CD confirming the innacuracies of the 

authentication. 

A3.157. The System@CD will mark the related document as ‘Refer to CD/MFA’ 

A3.158. The System@CD will direct the relevant document to the OR-DAP@CD for 

further verification. 

A3.159. End. 
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Exceptions  

Review of the Audited Documents 

NOTE:  The objective of this component of the process is to enable the review of a 

selected number of documents that have already been authenticated by the 

Officer Responsible for the Document Authentication Process at the 

Consular Division (OR-DAP@CD) or the OR-CD@CD.  

 

A3.160. The System@CD will select a further 10% on a random basis of the 

documents confirmed as accurate in the audit and all the documents 

identified as NOT being accurate and transferred  to the OR-DAP@CD. 

A3.161. The OR-DAP@CD will call for the selected document and the System @CD 

will display all information related to the document in a convenient 

manner for the officer to review (including the comments of the OR-

SAD@CD). 

A3.162. The OR-RAD@CD will review the document and decide the accuracy or 

inaccuracy of the authentication. 

A3.163. If the Authentication has been Accurately Undertaken: The OR-DAP @CD 

will update the System@CD confirming the accuracy of the authentication. 

Go To End 

A3.164. If the Authentication has NOT been Accurately Undertaken: The OR-

DAP@CD will update the System@CD confirming the inaccuracies of the 

authentication. 

A3.165. The System@CD will mark the related document as ‘De-authenticated’ 

which will be prominently visible to anyone viewing the document. 

A3.166. End. 
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Explanations 

Process A4: Managing Access for Verification of Authenticated Documents .  
   
NOTE:  The objective of this process is to ensure all institutions that require verification are permitted to 

log onto the GoSL Consular System and verify the authenticated documents and submit a query 

or clarification. 

 

BOUNDARY: From the point of an institution decides to verify a document authenticated by the GoSL 

Consular Division, to providing access to the institution to log onto the GoSL Consular System, to 

exposing the specific document for review and the collection of a fee based on the policy of the 

GoSL. 

 
 

Registering of Institutions seeking Verification of Authenticated Documents 

NOTE:  The objective of this component of the process is to register institutions 

that require verification of documents authenticated by the Consular 

Division of the MFA.  

 

A4.1. The Officer Responsible for Verifying Authenticated Documents at End User 

Organization (OR-VAD@EUO) will complete the ‘End User Registration 

Request’ (Format AF4.1) and submit same through the Ministry website or 

emailed/mailed to the CD/MFA. (Note: It should be possible to download 

the form from the website for those who intend to submit the ‘End User 

Registration Request’ by mail or email. 

A4.2. On receipt of the ‘End User Registration Request’ at the CD/MFA, the 

Officer Responsible for Registering End Users at the Consular Division (OR-

REU@CD) will capture the information onto the System@CD. (Note: (1) 

information received through the website, should be captured directly or 

re-entered if the information was received by mail or email and the original 

document scanned or attached with the request, (2) The OR-REU@CD may 

contact the relevant end user organization and seek clarification). 
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Exceptions A4.3. Upon updating the ‘End User Registration Request’ information onto the 

System@CD the OR-REU@CD will update his comments/ recommendations 

in relation to the ‘End User Registration Request’ and submit the details to 

the OR-CD@CD for approval. 

A4.4. Upon receiving the ‘End User Registration Request’ on the System@CD the 

OR-CD@CD will review the information and determine if on-line verification 

should be made available for the specific End User Organization. 

A4.5. If the OR-CD@CD Decides the Information should be made Available: The 

OR-CD@CD will update the System@CD confirming his decision to approve 

the ‘End User Registration Request’ and approve same. Go To A4.7 

A4.6. If the OR-CD@CD Decides the Information should NOT be made Available: 

The OR-CD@CD will update the System@CD confirming his reasons for NOT 

approving the ‘End User Registration Request’ and reject the approval of 

same. Go To A4.9. 

A4.7. Based on the decision of the OR-CD@CD to approve the System@CD will 

generate a message to the Officer Responsible for the End User 

Organization (OR-EUO@EUO) to log onto the System@CD (with the 

assigned password) and agree to the terms and conditions stated therein. 

A4.8. Upon the OR-EUO@EUO accepting the terms and conditions on the 

System@CD the End User Organization is activated and the OR-EUO@EUO 

is requested to modify password. (Note: Upon the End User Organization 

modifying the password, they would be permitted to access documents 

authenticated by the CD/MFA). Go To A4.10. 

A4.9. Based on the decision of the OR-CD@CD to reject the request the 

System@CD will generate a message to the OR-EUO@EUO informing him of 

the decision of the CD/MFA and the reasons for the rejection. 

A4.10. End 
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Exceptions Requesting for Verification of Authenticated Document by Registered User 

NOTE:  The objective of this component of the process is to permit the End User 

Organization to verify the authenticated document based on appropriate 

identification.  

 

A4.11. The OR-VAD@EUO attached to duly registered End User Organization may 

log onto the System@CD using the appropriate user name and password 

assigned to the organization. 

A4.12. OR-VAD@EUO will now scan the QR Code (or enter the QR Code) of the 

document authenticated by the CD/MFA. 

A4.13. The System@CD will prompt for the password to the document. (Note: (1) 

The password to the document will be the owner identification provided 

by the owner to the CD/MFA (i.e., the NIC Number or the Current Passport 

Number, (2) The System@CD should indicate if the password required is 

the NIC Number or the Passport Number). 

A4.14. The System@CD will validate the document QR Code and the password 

assigned to the document. 

A4.15. If the Document QR Code matches with the Password: The System@CD 

will display the authenticated document and the relevant supporting 

documents related to the specific document on the System@CD. (Note: (1) 

The OR-VAD@EUO is responsible to Validate the authenticity between the 

document in hand and the information available on the System@CD, (2) 

The System@CD should maintain the details of the end users who 

inspected each authenticated document on the System@CD). Go To A4.20. 

A4.16. If the Document QR Code does NOT match with the Password: The 

System@CD will display an error message informing the OR-VAD@EUO 

that the QR Code and Password does not match or the document 
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Exceptions requested is not available on the System@CD. (Note: The System@CD 

should also maintain the details of the failed hits on a specific document).  

A4.17. The System@CD will inquire if the OR-VAD@EUO requires to submit a 

query to the CD/MFA.  

A4.18. If OR-VAD@EUO decides NOT to Submit a Query: Go To A4.20 

A4.19. If the OR-VAD@EUO decides to Submit a Query: The System@CD will 

open an ‘Authenticated Document Verification Query’ (refer format AF4.2). 

Go To A4.33 

A4.20. The System@CD will inquire from the OR-VAD@EUO if another document 

needs to be verified. 

A4.21. If OR-VAD@EUO requests another Document Verification: Go To A4.12 

A4.22. If OR-VAD@EUO does NOT request another Document Verification: The 

OR-VAD@EUO will be logged out of the System@CD.  

A4.23. End. 

 

 

Requesting for Verification of Authenticated Document by Ad-Hoc User 

NOTE:  The objective of this component of the process is to permit an Ad-Hoc End 

User Organization to verify the authenticated document based on 

appropriate identification.  

 

A4.24. The Officer Responsible for Validating Authenticated Documents at an 

Unregistered User Organization (OR-VAD@UUO) may scan the QR Code 

and entre the specific URL into a Web Browser. 
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Exceptions A4.25. The OR-VAD@UUO will be directed towards the log-in screen of the 

System@CD where he is permitted to request for temporary access to the 

Authenticated Document. 

A4.26. The System@CD will now request the OR-VAD@UUO to complete the 

‘Temporary User Request’ form (refer format AF4.3) and submit to the 

CD/MFA. (Note: The information captured should ensure the Ad-Hoc User 

Organization is empowered to view the document information). 

A4.27. Upon receiving the ‘Temporary User Request’ the Officer Responsible to 

Approve Ad-hoc Access at CD/MFA (OR-AAA@CD) will recall the specific 

document and compare with the request information and determine if Ad-

hoc User Organization has been empowered to seek the information. 

(Note: The System@CD should display the request and the applicant 

details side by side to convenient review). 

A4.28. If Access to the Document is Approved: The OR-AAA@CD will update the 

System@CD approving temporary access to the document and the 

System@CD will generate an email message to the OR-VAD@UUO with a 

‘Temporary Password’ that could only access the specific document for a 

limited period. Go To A4.31. 

A4.29. If Access to the Document is NOT Approved: The OR-AAA@CD will update 

the System@CD stating the reason for not approving the request. (Note: It 

should be possible to select the appropriate reason from a set of 

predefined reasons or to enter the reason on to the System @CD). 

A4.30. The System@CD will generate an email message to the OR-VAD@UUO 

stating the reason for rejecting the request. Go To A4.32. 

A4.31. The OR-VAD@UUO will now gain access to the specific document using the 

URL specified in the QR Code and the password provided in the email. 

A4.32. End. 
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Exceptions Generating a Query based on the Verification 

NOTE:  The objective of this component of the process is to facilitate the generation 

of a query to the CD/MFA based on an observed mismatch or inability to 

access the document.  

 

A4.33. The OR-VAD@EUO will complete the ‘Authenticated Document 

Verification Query’  on the System@CD and attach a scanned copy of the 

verified document which is then submitted to the CD/MFA through the 

System@CD. 

A4.34. On receipt of the ‘Authenticated Document Verification Query’ by the 

Officer Responsible for Document Verification Queries at Consular Division 

(OR-DVQ@CD) will recall the document saved as per the specified QR Code 

and compare with the scanned document attached to the query. 

A4.35. If the Authenticated Document and the Document in Query Tally: The OR-

DVQ@CD will update the ‘Query Response’ form (refer format AF4.4) on 

the System@CD confirming same. Go To A4.37. 

A4.36.  If the Authenticated Document and the Document in Query do NOT 

Tally: The OR-DVQ@CD will update the System@CD confirming 

inconsistency between the documents by completing the ‘Query Response’ 

form indicating the differences between the documents. 

A4.37. The duly updated ‘Query Response’ form is now forwarded to the OR-

VAD@EUO. 

A4.38. End 
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Exceptions De-activate the Verification facility of End User Organization 

NOTE:  The objective of this component of the process is to deactivate an End User 

Organization from the System@CD. (To reactivate the End User 

Organization is required to submit a new request). 

 

A4.39. The Officer Responsible for Deactivation of End User Organization at 

Consular Division (OR-DEO@CD) upon receiving some information 

regarding the organization may log onto the System@CD and update the 

‘End User Deactivation’ form (refer format AF4.5). (Note: The ‘End User 

Deactivation’ form should capture the reason for the deactivation). 

A4.40. The updated ‘End User Deactivation’ form is forwarded to the OR-CD@CD. 

A4.41. The OR-CD@CD will review the ‘End User Deactivation’ and determine if 

the relevant End User Organization should be deactivated. (Note: The OR-

CD@CD will make his own personal investigations prior to deciding on the 

deactivation. 

A4.42. If OR-CD@CD decides NOT to Deactivate the End User Organization:  The 

OR-CD@CD will update the reasons for declining the deactivation and 

reject the deactivation. Go To A4.45. 

A4.43.  If OR-CD@CD decides to Deactivate the End User Organization: The OR-

CD@CD will update his findings and approve the deactivation. (Note: Upon 

deactivation of a End User Organization such an Organization will not be 

able to access the documents authenticated by the CD/MFA). 

A4.44. The System@CD will deactivate the specific End User Organization and 

generate a message to the OR-EUO@EUO confirming the access to 

documents authenticated by the CD/MFA has been deactivated. 

A4.45. End 
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9.0 – Annexures and Formats  
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9. ANNEXURES AND FORMATS 
 

Reference Name Description 

AF1.1 ‘DIA Initial Request’ This is the form to be used by the DIA either 
on-line or manually to request the CD/MFA to 
register the DIA as an entity within the System. 

AF1.2 ‘DIA Registration Form’ Upon receiving the initial request this form will 
collect data on the DIA related to the 
management, contact details, authorized 
signatories, users, their contact details, etc. 

AF1.3 ‘Certificate of Training on 
System@CD’ 

Format of the certificate issued to those who 
have completed the training program on the 
System. 

AF1.4 ‘User Account Re-
activation Request’ 

The form that is used by the DIA to reactivate 
an user account which was deactivated by the 
System. 

AF1.5 ‘New User Registration 
Request’ 

The form used to register new users where the 
user information is captured. 

AF1.6 ‘New Signatory 
Registration Request’ 

The form used to register new authorized 
signatories where the user information is 
captured. 

AF1.7 ‘New Sample Document 
Registration Request’ 

The form used to register new sample 
documents where the formats of the new 
sample documents are captured. 

AF1.8 ‘DIA Information 
Modification Request’ 

This form will permit the DIA to identify the 
information to be modified in relation to the 
DIA and update the new up-to-date 
information. 

AA1.1 Validation Rules for the 
DIA Registration Form 

This information is to be provided by the 
software vendor. 

AA1.2 ‘DIA Validation Procedure’ This information is to be provided by the 
software vendor. 

AF2.1 ‘Document Issue Form’ This form captures information related to the 
document issued by the DIA 

AF2.2 ‘Acknowledgement of 
Documents’ 

This format is used to provide a confirmation to 
the applicant the information related to the 
specific document has been uploaded onto the 
System. 
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Reference Name Description 

AF3.1 ‘Appointment Request’ The format that the applicant needs to 
complete when requesting for an appointment. 
The form should capture information on the 
applicant, user and the documents. 

AF3.2 ‘Regulation Interpretation 
Note’ 

This format will capture information regarding 
an issue that has not been addressed in the 
knowledgebase and provide the current 
interpretation and the rationale to be updated 
on the knowledgebase. 

AF3.3 ‘Authentication Rejection 
Note’ 

The format of the document confirming to the 
applicant that the authentication of a specific 
document has been rejected together with the 
reasons for the rejection. 

AF3.4 ‘Differed Authentication 
Acknowledgement’ 

This format will indicate the documents that 
have been accepted for differed authentication 
and the method through which the applicant 
could track the progress of the authentication 
process. 

AF3.5 ‘Authentication 
Confirmation’ 

This is the document created to confirm the 
document has been authenticated together 
with the appropriate QR Code displaying the 
details of how to access the specific document 
on the web and the type of password required.  

AF3.6 Invoice The format of the invoice to be given to the 
applicant. 

AF3.7 ‘Immediate Appointment 
Request’ 

This is a request generated to enable an 
immediate appointment to be facilitated 
through the system. It should provide reasons 
for the request. 

AA3.1 ‘Queue Management 
Procedure’ 

Refer the annexed details 

 

AA3.2 Persons who could act on 
behalf of the owner and 
the documents that should 
be produced 

To be identified.  

AA3.3 ‘Supporting Document 
Requirements’ 

To be identified.  
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Reference Name Description 

AF4.1 ‘End User Registration 
Request’ 

This form is used to gather information related 
to the end user (including contact details) to 
enable the issue of the End User Name and 
Password 

AF4.2 ‘Authenticated Document 
Verification Query’ 

This form is used for the End User to request a 
specific verification from the CD/MFA related 
to a specific document. 

AF4.3 ‘Temporary User Request’ This form is used to gather information related 
to a temporary end user (including contact 
details) and specific document information and 
owner identity details to enable the issue of 
Temporary Password to access the specific 
document. The time required for having the 
access active should also be captured in the 
form. 

AF4.4 ‘Query Response’ This form will be used to respond to the query 
posed to the CD/MFA related to a specific 
document. 

AF4.5 ‘End User Deactivation’ This form will gather data in relation to the 
reasons why an End User is to be deactivated  
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Annexure AA3.1 

‘Queue Management Procedure’ 

1. The System@CD should be capable of managing multiple queues (e.g., fornt-desk queue, help 

desk queue, document issuing queue, etc.). 

2. The Front-desk Queue will be created based on multiple criteria, such as; 

a. The priority for those with no prior appointment will be handled on a FIFO basis.  

b. The appointments issued to applicants with prior appointments will always receive 

priority during the specified time slot (i.e, these appointments will be pushed to the 

top). 

c. The appointments issued to applicants with prior appointments outside the specified 

time slot will receive lowest priority. 

d. If an applicant is not available when called he will be shifted to the bottom of the queue. 

3. When the appointments scheduled for a given hour cannot be completed, the priority will 

continue into the next time slot without change. 

4. When an applicant is not available when called by the Front Desk during the specified time slot, 

it should be possible to skip the specific applicant and move to the next applicant. The applicant 

who has missed his call will need to reactivate the appointment which would be the lowest 

priority within the specified time slot. 

5. When an applicant is not available when called by the Front Desk during a time slot prior to the 

allocated time slot the appointment will be pushed to the bottom of the queue until the 

specified time slot arrives. 

6. When an applicant with an appointment comes after the specified time slot – he would be 

required to take a new appointment. 

7. When the back office completes the processing of a document it is passed to the document 

issuing queue. 

8. Applicants who arrive to collect differed authenticated documents should be placed in the 

issuing counter queue. 

 

 


